Je configure la carte réseau pour toutes les machines

Je modifie le serveur dns

GNU nano 7.2 Jetcs/bind/named. conf . options

opt io

Je vérifie qu’il n’y a pas d’erreur avec la commande systemctl bind9 status

t: enabled)

.; hind




Je test un acces au serveur web

Mozilla Firefox -0 x
& | miiflocals x|+ v
<« ¢} O R Not secure miif.local % g o =
PAGE WEB DE LA MLIF
Je me rends sur PFSENSE (192.168.50.254)
C Error — Mozilla Firefox -0 x
& miiflocals x | M Ermor x|+ v
< C O R Not secure mlif.local g g o =

lisense

Potential DNS Rebind attack dete https:/ien.wikipedia.org/wikiDNS_rebinding
Try accessing the router by IP add f by hostname




wow.mlif. 1o
1 .

Je me connecte sur le pfsense

<« C O & Not Secure 192.168.50.254

big
a}
Q
=3
in

he default value. Change the password in the User Manage:

Status / Dashboard +e

System Information /o0 Netgate Services And Suppoi &0

Name pffirewall.miif local
Contract type

User admin@192.168.50.10 (Local Database)

System VirtualBox Virtual Machine
Netgate Device ID: 94bb399ae967663a9d0a

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: innotek GmbH
Version: VirtualBox
Relose Date: Fri bec 1 2006 If you purchased your pfSense gateway firswall appliance from Netgate and elected
Community Support at the point of sale or installed piSense on your own
Version 2.7.0-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Wed Jun 28 03:53:34 UTC 2023 the NETGATE RESOURCE LIBRARY.

FreeBSD 14.0-CURRENT
ree You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
Version information updated at Fri Sep 12 16:32:50 CEST 2095 committed to delivering enterprise-class, worldwide support ata price point thatis
~ more than competitive when compared to others in our space.

e
+ Upgrade Your Support + Community Support Resources
CPUType AMD Ryzen 7 PRO 57506 with Radeon Graphics P9 o v supp
AESNI CPU Crypto: Yes (inactive) gate Global Suppor « Offiial pfSense Training by Netgate
QAT Crypto: No « Netgate Profes: « Visit Netgate.com

Hardware crypto  Inactive

Kernel PTI Disabled

gate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) from your firewall in order to
upport for this unit. Write down vour NDI and store it in a safe place.

MDS Mitigation  Inactive

Je me rends sur I'onglet firewall puis Rules

<« [¢] Q & Not secure 192.168.50.254,

=

he default value.

ser Manager
Firewall / Rules/ WAN w E @
Floatng ~ WAN  LAN SRV DMZ

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

Add

pfSense Netgate. View license.



Je supprime les régle DMZ

<« C O R Not Secure http://192.168.50.254/firewa

WARNING: The ‘admin account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ DMZ =wEe

Floating WAN LAN SRV DMz

Rules (Drag to Change Order)

o States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions

none &, O00mx

o Jo e foeJa

O « 0/5KB IPv4 * o o o o o

pfSense Netgate.

View license.

Je supprime les regles lié au serveur

Firewall / Rules / SRV = EQ

The changes have been applied successfully. The firewall rules are now reloading in the background. X
Moniter the filter reload progress

Floating WAN LAN SRV DMZ

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

No rules a

€ 1tly define
All incoming conni ns

| be blocked until pas

ules are added. Click the button to add a

Je supprime les régles Clients

Firewall / Rules / WAN = Ee

Floating WAN LAN SRV DMZ

Rules (Drag to Change Order)

@ States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

ules are added. Click the button t




Suite a mes modifications , les pings ne fonctionnent plus

ﬁﬁﬁt@mmm:”;lpiHﬁ aﬁ:ﬁlif.lncai

root@uun: “# ping wow.cisco.com

root @ : “# _

STOP1

J’ai ajouté les aliases pour les adresses IP

IP  Ports URLs All

Name Values Description Actions
DEBIAN_TRAINING_DMZ 192.168.200.5 L Um
DEBIAN_TRAINING_SERVEUR 192.168.100.10 SOm
IPS_DNS_LYCEE IP_DNS_LYCEE_1, IPS_DNS_LYCEE_2 S 0m
IPS_DNS_LYCEE_2 172.16.10.21 SO0
IP_BLACKLIST_CLIENTS 192.168.50.20 L Um
IP_DNS_LYCEE_1 172.16.10.20 SOm
SRV_DNS 192.168.100.10 SOOI
SRV_FTP 192.168.100.10 S Om
SRV_MAIL 192.168.100.10 SUOm



J’ai ajouté les aliasses concernant les ports
IP Ports URLs All

Firewall Aliases Ports
Name Values

Description Actions
PORT_DNS 53 SO0
PORT_IMAP 143 SOm
PORT_MAIL PORT_IMAP, PORT_SMTP SO
PORT_SMTP 25 SOm
PORT_WEB 80, 443

SO0m

WARNING: The 'admin' account password is set to the default value. Change the password in the User Manager.

Firewall / Rules / DMZ

=EwEe
Floating WAN LAN SRV DMZ
Rules (Drag to Change Order)
O States Protocol Source Port  Destination Port Gateway Queue Schedule Description Actions
O « 0/0B IPv4 UDP DMZ net * SRV_DNS 53 (DNS) * none 3 S00mx

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ LAN

=wE e
Floating WAN LAN SRV DMZ
Rules (Drag to Change Order)
] States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 1/223MiB  * ® * LAN Address 80 * * Anti-Lockout Rule o
O % 0/0B IPv4UDP  IP_BLACKLIST_CLIENTS @ SRV_DNS 53(DNS) * none LL00m
O " 9/12KiB IPv4UDP  LAN net * SRV_DNS 53 (DNS) * nene

4/ 00mx



oot @ T S [TIC: estart network

root @ ~#

R1 VALIDE

R2 VALIDE

Firewall / Rules/ SRV =wE

Floating WAN LAN SRV DMZ

Rules (Drag to Change Order)

] States Protocol Source Port  Destination Port Gateway  Queue  Schedule

Description Actions

none \fl?‘@ﬁx

1« (0/4KiB IPv4 UDP SRV_DNS * IPS_DNS_LYCEE 53 (DNS) *

R3 VALIDE

Firewall / Rules/ SRV =wEe

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating WAN LAN SRV DMZ

Rules (Drag to Change Order)

O States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
] « 0/0B IPv4 TCP  DEBIAN_TRAINING_ DMZ  * DEBIAN_TRAINING_DMZ ~ * * none S 00mx
[ & 4/10KB IPv4UDP SRV _DNS * IPS_DNS_LYCEE 53 (DNS)  * none L ,00mx

Firewall / Rules/ LAN = Ee

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating WAN LAN SRV DMZ

Rules (Drag to Change Order)

O States Protocol  Source Port Destination Port

Gateway Queue Schedule Description Actions
v 1/275MiB * ] £ LAN Address 80 ] E3 Anti-Lockout Rule o]
O « 0/0B IPv4 TCP  LAN net & & PORT_WEB * none LE CLIENT ACCEDE A INTERNET .}, SO T X
] % 0/0B IPv4 UDP IP_BLACKLIST_CLIENTS * SRV_DNS 53 (DNS)  * none 2000
]  2/194KB IPv4UDP LAN net *  SRV.DNS  53(DN§) * none G S00mx

R4



STOP 2

Firewall / NAT / Port Forward (2]

The changes have been applied successfully. The firewall rules are now reloading in the background. x
Monitor the filter reload progress.

Port Forward 11 Outbound NPt

O Interface  Protocol  Source Address Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description  Actions
] « 33 WAN TCP * * WAN address PORT_WEB 192.168.200.5 PORT_WEB SOm

) ) (I (S X



